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Recommendation 16. Wire-transfers Payment transparency*

Countries should ensure that financial institutions include required and accurate originator information,
and required beneficiary information, on wire payments or value transfers and related messages. This
information should be structured to the extent possible and should that-the-irfermation remains with the
wire such payment or value transfer or related message throughout the payment chain.

Countries should ensure that financial institutions monitor wire payments or value transfers for the
purpose of detecting those which lack required originator and/or beneficiary information; and take
appropriate measures.

Countries should ensure that, in the context of processing wire payments or value transfers, financial
institutions take freezing action and should prohibit conducting transactions with designated persons
and entities, as per the obligations set out in the relevant United Nations Security Council resolutions,
such as resolution 1267 (1999) and its successor resolutions, and resolution 1373(2001), relating to the
prevention and suppression of terrorism and terrorist financing.
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Interpretive Note to Recommendation 16
(Wre-transfers Payment transparency)

5 16 TR BN —
(BT oBHMEICOWT)

A. OBJECTIVE
1. Recommendation 16 has was—developed—with the objective of preventing terrorists and other
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criminals from having unfettered access to wire payments or value transfers for moving their funds,
and for detecting such misuse when it occurs. Specifically, it aims to ensure that basic information
on the originator and beneficiary*® of wire payments or value transfers is immediately available:

() to appropriate law enforcement and/or prosecutorial authorities to assist them in detecting,
investigating, and prosecuting terrorists or other criminals, and tracing their assets;

(b) to financial intelligence units for analysing suspicious or unusual activity, and disseminating it
as necessary, and

(c) toordering, intermediary and beneficiary financial institutions to facilitate the identification and
reporting of suspicious transactions, and to implement the requirements to take freezing action
and comply with prohibitions from conducting transactions with designated persons and entities,
as per the obligations set out in the relevant United Nations Security Council resolutions, such
as resolution 1267 (1999) and its successor resolutions, and resolution 1373 (2001) relating to
the prevention and suppression of terrorism and terrorist financing.

To accomplish these objectives, countries should have the ability to trace all wire payments or value
transfers. Due to the potential terrorist financing threat posed by small wire payments or value
transfers, countries should minimise thresholds, while taking into account the risk of driving
transactions underground and the importance of financial inclusion. It is not the intention of the
FATF to impose rigid standards or to mandate a single operating process that would negatively
affect the payment system.
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46 The terms "originator" and "beneficiary" are used in Recommendation 16 and its Interpretive
Note. These terms are interchangeable with the terms "debtor" and "creditor" respectively, which
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B. SCOPE
3. Recommendation 16 applies to cross-border and domestic wite payments or value transfers and
domestic-wire-transfers, including serial payments; and cover payments.

4. Recommendation 16 is not intended to cover the following types of payments:

Option 1 — Requiring issuing and acquiring bank information

(a) Any transfer that flows from a transaction carried out using a credit or debit or prepaid card for
the purchase of goods or services from merchants, so long as the credit or debit or prepaid card
number, as well as the name and location of the issuing and acquiring financial institutions®’,
accompanies all transfers flowing from the transaction. However, when a credit or debit or
prepaid card is used-as-a-payment-system to effect a person-to-person wire payment or value
transfer, the transaction is covered by Recommendation 16, and the necessary information
should be included in the message.

Option 2 — Exclude withdrawals, purchases of cash and a cash equivalent
(a) Any transfer that flows from a transaction carried out using a credit or debit or prepaid card for
the purchase of goods or services from merchants, so long as the credit or debit or prepaid card
number, as well as the name and location of the issuing and acquiring financial institutions
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However, Recommendation 16 does apply in situations:

- when a credit or debit or prepaid card is used as-a-payment-system to effect a person-to-
person wire payment or value transfer; or

- when a credit or debit or prepaid card is used to make a cross-border withdrawal or
purchase of cash or a cash equivalent; or

- when a credit or debit or prepaid card is used to make a domestic withdrawal or purchase
of cash or a cash equivalent with a value over USD/EUR 1000

(b) Financial institution-to-financial institution transfers and settlements, where both the originator
person and the beneficiary person are financial institutions acting on their own behalf.

5. Countries may adopt a de minimis threshold for cross-border wire payments or value transfers (no
higher than USD/EUR 1,000), below which the following requirements should apply:

(a) Countries should ensure that financial institutions include with such transfers: (i) the name of
the originator; (ii) the name of the beneficiary; and (iii) an account number for each, or a unique
transaction reference number. Such information need not be verified for accuracy, unless there

47 Card issuer and merchant acquirer information should make it possible for all institutions and
authorities referred to in paragraph 1 to identify which financial institutions are in possession of
the full cardholder and merchant information, and in which countries these institutions are
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is a suspicion of money laundering or terrorist financing, in which case, the financial institution
should verify the information pertaining to its customer.

(b) Countries may, nevertheless, require that incoming cross-border wire payments or value
transfers below the threshold contain required and accurate originator information.

Information accompanying cross-border and domestic_payments or value transfers should be
structured, to the extent possible, in accordance with the established standards of the system used
such as ISO 20022, and should be sufficiently detailed to enable identification of the originator and

beneficiary.
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C. CROSS-BORDER QUALIFYING WARE PAYMENTS AND VALUE TRANSFERS

Option 1 — limited mandatory elements for both originator and beneficiary and additional
elements for originator, with optionality

6 7. Information accompanying all qualifying wire payments or value transfers should always contain:

(@) the full name of the originator and beneficiary;

(b) the eriginator account number [*footnote 1] of the originator and beneficiary where such an
account is used to process the transaction. In the absence of an account, a unigue transaction
reference number should be included, which permits traceability of the transaction [*footnote

2];
[*footnote 1] The account number or the associated payment message data should enable the

institutions and authorities referred in paragraph 1 to identify the financial institution and the
country where the account holder’s funds are located.

[*footnote 2] In cases where the origin of the funds is a financial institution other than the
ordering financial institution, the account number and financial institution which is the origin
of the funds should be included.

(c) the eriginater’s address_of the originator and beneficiary, er—national-identity—nrumber—or
customeridentification-number*-or-date-and-place-of birth or, in the absence of an address, the

country and town name; and

(d) er where the originator is a natural person, the national identity number; or a unigue official
identifier, or the customer identification number, or date and place of birth of the originator;
and

(e) where the originator and/or beneficiary is a legal person, the connected business identifier code
(BIC), or the Legal Entity Identifier (LEI), or the unique official identifier of the originator
and/or beneficiary.

Option 2 — full alignment in mandatory elements between originator and beneficiary

6 7. Information accompanying all qualifying wire payments or value transfers should always contain,
for both the originator and beneficiary:

(@) the full name ef-the-eriginator;

(b) the eriginater account number [*footnote 1] where such an account is used to process the
transaction. In the absence of an account, a unique transaction reference number should be
included, which permits traceability of the transaction [*footnote 2];

8 The customer identification number refers to a number which uniquely identifies the originator
to the originating financial institution and is a different number from the unique transaction
reference number referred to in paragraph 7. The customer identification number must refer to a
record held by the originating financial institution which contains at least one of the following:
the-customer-address; a national identity number, or a date and place of birth.
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[*footnote 1] The account number or the associated payment message data should enable the
institutions and authorities referred in paragraph 1 to identify the financial institution and the
country where the account holder’s funds are located.

[*footnote 2] In cases where the origin of the funds is a financial institution other than the
ordering financial institution, the account number and financial institution which is the origin
of the funds should be included.

(c) the esiginater’s address, erpationa-identiby-nrumber—ereustemeridentitication
number[FN44]-or-date-and-place-ofbirth or, in the absence of an address, the country and town

name; and

(d) er where the originator and/or beneficiary is a natural person, the national identity number; or
a unique official identifier, or the customer identification number [footnote 48], or date and
place of birth of the originator and/or beneficiary; and

(e) where the originator and/or beneficiary is a legal person, the connected business identifier code
(BIC), or the Legal Entity Identifier (LEI), or the unique official identifier of the originator
and/or beneficiary.

8. Where several individual cross-border wire payments or value transfers from a single originator are

bundled in a batch file for transmission to beneficiaries, they may be exempted from the
requirements of paragraph 6 7 in respect of originator information, provided that they include the
originator’s account number or unique transaction reference number (as described in paragraph 7
above), and the batch file contains required and accurate originator information, and full beneficiary
information, that is fully traceable within the beneficiary country.
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D. DOMESTIC WARE PAYMENTS AND VALUE TRANSFERS

9. Information accompanying domestic wire payments or value transfers should also include originator
information as indicated in paragraph 7 for cross-border wire payments or value transfers, unless
this information can be made available to the beneficiary financial institution and appropriate
authorities by other means. In this latter case, the ordering financial institution need only include
the account number or a unigque transaction reference number, provided that this number or
identifier will permit the transaction to be traced back to the originator or the beneficiary.

10. The information should be made available by the ordering financial institution within three business
days of receiving the request either from the beneficiary or intermediary financial institution or
from appropriate competent authorities. Law enforcement authorities should be able to compel
immediate production of such information.

D. EADOXE - EBEEEES

9. EWRNOIL - AT IR T 2 16 BT, 2 OIEHRMhod J7 15 THUL I S Rl
R OBRETICHMAARE TH 256 2R & | BB, - i isEmeoC BT 5
THOBED LBV EEANFROFLANETH D, [ENOEFES L - AR ERIC
TR 2 TE ML o0 7 15 TR @ ml Bk R M DN YN 72 Y /IR T T 51 Ha . (T
BRI, DR S XTEAOIRGIZRESZ2EGDLLENDH D, 1272 L, Z0A
V£ SUTE A OGS B 13X, EEMENI OV T, B ASUTZIMAITR D 1§z
B2 Z & A ATAIREICT 2 b O TRITF TR B0,

10. 8T, BULmemigRs, SO PHEeRERD . U, WO L ROWNT N b DR
T Tk, 3 EFEH LA LR Stk B _otofﬁef,\éﬂéf\% Tho, HEPIT
PEBEIE, HRZIE MO RIRHRHE 2 50 T& 5~ S ThH D,

E. RESPONSIBILITIES OF ORDERING, INTERMEDIARY AND BENEFICIARY#

FINANCIAL INSTITUTIONS

Ordering (debtor) financial institution

11. The ordering financial institution should ensure that qualifying wire payments or value transfers
contain required and accurate originator information, and required beneficiary information.

4 The terms "ordering financial institution (s)" and "beneficiary financial institution (s)" are used

in Recommendation 16 and its Interpretive Note. These terms are interchangeable with terms
“debtor agent” and ““creditor agent” respectively, which are the terms used in certain messaging
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12. The ordering financial institution should ensure that cross-border wire payments or value transfers
below any applicable threshold contain the name of the originator and the-rame-of the beneficiary
and an account number for each, or a unique transaction reference number.

13. The ordering financial institution should maintain all originator and beneficiary information
collected, in accordance with Recommendation 11.

14. The ordering financial institution should not be allowed to execute the wire payments or value
transfer if it does not comply with the requirements specified above.
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Intermediary financial institution

15. For cross-border wire payments or value transfers, financial institutions processing an intermediary
element of such chains of wire-transfers transfers should ensure that all originator and beneficiary
information that accompanies a wire payment or value transfer is retained with it.

16. Where technical limitations prevent the required originator or beneficiary information
accompanying a cross-border wire payment or value transfer from remaining with a related
domestic wire payment or value transfer, a record should be kept, for at least five years, by the
receiving intermediary financial institution of all the information received from the ordering
financial institution or another intermediary financial institution.

17. An intermediary financial institution should take reasonable measures to identify cross-border wire
payments or value transfers that lack required originator information or required beneficiary
information. Such measures should be consistent with straight-through processing.

18. An intermediary financial institution should have effective risk-based policies and procedures for
determining: (i) when to execute, reject, or suspend a wire payment or value transfer lacking
required originator or required beneficiary information; and (ii) the appropriate follow-up action.
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Beneficiary (creditor) financial institution
19. A beneficiary financial institution should take reasonable measures to identify cross-border wire

payments or value transfers that lack required originator or required beneficiary information. Such
measures may include post-event monitoring or real-time monitoring where feasible.

20. For qualifying wire payments or value transfers, a beneficiary financial institution should (i) verify

21.

the identity of the beneficiary, if the identity has not been previously verified, and maintain this
information in accordance with Recommendation 11 and (ii) check that the beneficiary information
in the payment messages aligns with the information held by the beneficiary financial institution.

A beneficiary financial institution should have effective risk-based policies and procedures for
determining: (i) when to execute, reject, or suspend a wire payment or value transfer lacking
required originator or required beneficiary information or when the beneficiary information in the
payment messages does not align with the information held by the beneficiary financial institution;
and (ii) the appropriate follow-up action.
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F. MONEY OR VALUE TRANSFER SERVICE OPERATORS

22.

Money or value transfer service (MVTS) providers should be required to comply with all of the
relevant requirements of Recommendation 16 in the countries in which they operate, directly or
through their agents. In the case of a MVTS provider that controls, or is part of a MVTS network
controlling, both the ordering and the beneficiary side of a wire payment or value transfer, the
MVTS provider:

(a) should take into account all the information from both the ordering and beneficiary sides in
order to determine whether an STR has to be filed; and

(b) should file an STR in any country affected by the suspicious wire payments or value transfer,
and make relevant transaction information available to the Financial Intelligence Unit.

G. PAYMENT CHAIN AND NET SETTLEMENT

Option 1 (instruction route)

23.

For purposes of implementation of Recommendation 16, the payment chain starts at the financial
institution that receives the instructions from the originator for transfer of funds to the beneficiary.
The end point of the payment chain is the financial institution that services the account of the
beneficiary or remits cash to the beneficiary.

Option 2 (funding route)

23.

24,

F.

22.

For purposes of implementation of Recommendation 16, the payment chain starts at the financial
institution that either holds the account of the originator, or receives cash from the originator. The
end point of the payment chain is the financial institution that services the account of the beneficiary
or remits cash to the beneficiary.

The settlement of payment or value transfers may happen under a net settlement arrangement. This
interpretive note refers to information which must be included in instructions sent from an ordering
financial institution to a beneficiary financial institution, including through any intermediary
financial institution, to enable disbursement of the funds to the recipient. Any net settlement
between the financial institutions (e.g. banks, MVTS or MV TS networks) may be exempt under
paragraph 4(b) which covers financial institution-to-financial institution transfers and settlements,
where both the originator and the beneficiary are financial institutions acting on their own behalf.
Where any net settlement results from qualifying payments or value transfers transactions carried
out on behalf of customers, parties to the net settlement should be required to apply CDD measures
to their customers for such underlying transactions and to comply with applicable targeted financial
sanctions.

&8 - MEDOBIRY —ERAHEEE [REHE . ZE&EEFITITITHY]

G IMMEOEST—E X (WTS) FEHIX, BEEXIZORBAZEBE L THELT
WAEIZBWT, #1516 ICBET 2T X TOEHZETTH LI BEREINHRETH
%o ¥R, L - ERBIREAEESORS N EZRAMOR F2E8T 5, HDH0IE
IR EEHT S MITS £y hU—ZZHIAL TV D MVTS HEE DA, MVTS HES
TR DOEHEEEZITHO RXRETh D,
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Glossary of specific terms used in this Recommendation

Accurate is used to describe information that has been verified for accuracy.

Address refers to the physical location of a residence or business.

Batch is a transfer comprised of a number of individual wire payments or value transfers
transfer that are being sent to the same financial institutions, but may/may not be ultimately

intended for different persons.

Beneficiary | refers to the natural or legal person or legal arrangement who is identified by the
originator as the receiver of the requested wire payments or value transfer in a chain
of payments or value transfers.

13
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Beneficiary | refers to the financial institution that services the account of the beneficiary or remits
Financial cash to the beneficiary. The beneficiary financial institution is the end point in a

Institution Qayment chain. m%wmmmmm%m@mmmmm

Connected | BIC refers to a universal business identifier code based on the ISO 9362 standard

Business assigned to financial and non-financial institutions.
Identifier Connected BICs are those used by financial institutions, for instance to access the
Code

SWIFT network.
Cover refers to a wire payment or value transfer that combines a payment message sent
Payment directly by the ordering financial institution to the beneficiary financial institution with

the routing of the funding instruction (the cover) from the ordering financial institution
to the beneficiary financial institution through one or more intermediary financial
institutions.

Cross- refers to any wire payment or value transfer where the ordering financial institution
border wire = and beneficiary financial institution are located in different countries. This term also
payment or refers to any chain of wire-transfer payments or value transfers in which at least one
value of the financial institutions involved is located in a different country.

transfer

Domestic refers to any wire payment or value transfer where the ordering financial institution

wire and beneficiary financial institution are located in the same country. This term

payment or therefore refers to any chain of wire-transfer payments or value transfers that takes

value place entirely within the borders of a single country, even though the system used

transfers to transfer the payment message may be located in another country. The term also
refers to any chain of wire-transfer payments or value transfers that takes place
entirely within the borders of the European Economic Area (EEA)C.

Intermediary = refers to a financial institution in a serial-or-cover payment chain that receives and

financial transmits a wire payment or value transfer on behalf of the ordering financial
institution institution and the beneficiary financial institution, or another intermediary financial
institution.

Legal Entity | refers to a unique alphanumeric reference code based on the ISO 17442 standard
Identifier assigned to an entity by the Global LEI System.

Merchant refers to any business, professional, non-profit organisation, or public sector entity
associated with the regular provision of goods and services, which was onboarded
by the relevant financial institution as such, following the required CDD in respect
of such activity. This excludes consumers.

MVTS refers to any or a combination of the two following elements: (i) an MVTS and its

network agents, or (ii) two or more MVTS bound by one or several agreements to proceed
to payments or value transfers, including but not limited to the net settlement of
those transfers.

59 An entity may petition the FATF to be designated as a supra-national jurisdiction for the
purposes of and limited to an assessment of Recommendation 16 compliance.

14



JFEVEME « FATF 3R : 5ri# L o
Ordering refers to [the financial institution that receives the instructions from the originator for
financial transfer of funds to the beneficiary. The ordering financial institution is the start point

institution of the pavment chain.] th&ﬂnanerakmstﬁuhea—w%e#wﬂaies%ew;e%mﬂsfer—and

Originator refers to the account holder who allews requests the wire payment or value transfer
from that account, or where there is no account, the natural or legal person that
places the order with the ordering financial institution to perform the wire payment
or value transfer.

Qualifying | means a cross-border wire payments or value transfer above any applicable

wire threshold as described in paragraph 5 of the Interpretive Note to Recommendation

payments or | 16.

value

transfers

Required refers to the |nformat|on elements set out in subparaqraphs 7( )-(e). -is-used-to

originator F-in-whiek g '

and/or

beneficiary

information

Serial refers to a direct sequential chain of payment where the wire payments or value

Payment transfer and accompanying payment message fravel together from the ordering
financial institution to the beneficiary financial institution directly or through one or
more intermediary financial institutions (e.g., correspondent banks).

Straight- refers to payment transactions that are conducted electronically without the need

through for manual intervention.

processing

Unique refers to an identification scheme that is issued by the public sector in the relevant

official jurisdiction and that ensures that a given identifier refers to a unique person, entity

identifier or legal arrangement, and that a given person, entity or legal arrangement only has
one identifier in that scheme.

Unique refers to a combination of letters, numbers or symbols, determined by the payment

transaction = service provider, in accordance with the protocols of the payment and settlement
reference system or messaging system used for the wire payments or value transfer.
number

Wire refers to any transaction carried out on behalf of an originator through an ordering
Payment(s) | financial institution by electronic means with a view to making an amount of funds
or value | available to a beneficiary persen at a beneficiary financial institution, irrespective of
transfer whether the originator and the beneficiary are the same-persen.*® [This includes cash

withdrawals and deposits when cash is provided by or deposited to an institution

15
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different from the one holding the account (for that purpose, a head office and cross-

border branch are considered to be different institutions).]
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